CYBER SECURITY AWARENESS COURSE OUTCOMES

e Module Title:

Cyber Security Fundamentals

e Description:

This introductory course provides the fundamental elements for individuals to be aware of
the components that mal actors will seek to leverage for their own personal financial gain;
whether within the personal domain, the work domain, or one compromising the other. We
cover the absolute basics that every person should be aware of that impacts upon our

individual and work life cyber security; from social media, to family members and pets.

e Learning outcomes:

This course ensures that every person is aware of the seemingly innocuous elements that
pose real-world risks to themselves and their employees. Participants will comprehend how
their personal lives interact with various mediums, such as social media platforms and their
online presence, that provide the data required by mal actors in acquiring the requisite
information to permit unauthorised access to both private and organisational accounts, such

as password acquisition.

The focus of this course covers social media attacks and how they are formulated by
attackers and how they mis-lead the unwary. Attendees will no longer take for granted the

access given to third parties unwittingly.

How to manage online information, login security and insider threats are disclosed, allied
with how to ensure the human element of managing in-work threats can be best managed,
thereby ensuring regulatory compliance for employers and person security for the attendee

and their related individuals; whether family, friends, or colleagues.

e Lecture title:

Cyber Security Fundamentals for Compliance

e Lecture description:
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Every person is susceptible to the methods utilised by mal actors in their attempts to
compromise their cyber security; from telephone scams, to online banking call centre

manipulation.

This course ensures that all individuals; whether within the workplace or in their private lives,
are aware of the factors and data that comprise whether a mal actor is able to compromise

their confidential data; whether at work, or in their everyday lives.

Our recognition of how “dry” this subject area is resulted in our utilising cartoons, as the Big4
consultancies use for their internal training, to ensure a full and engaging comprehension of

all the crucial elements required to maintain personal and work security.

With many regulated industries, as well as national government regulations, allied to changes
to international standards and & best practice frameworks (including 1S027001/2:2022 and
NIST CSF V2), coupled with other data privacy law compliance requirements, basic cyber

awareness training is the minimum acceptable threshold now.
Our basic awareness course enables every individual and entity to ensure the threshold of

cyber security awareness has been attained. This course has quizzes to ensure all attendees

have attained and retained the relevant and crucial lessons.
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